UBND TINH KHANH HOA CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Déc lap - Tw do - Hanh phuc

S6: 457 ISTTTT-CNTTBCVT Khanh Hoa, ngay 22 thang 02 nam 2023

VIV canh bao 15 hong bao mat anh huong cao
va nghiém trong trong cac san pham Microsoft
cong bo thang 02/2023

Kinh guri:
- Céc co quan Bang, Mt tran, doan thé tinh;
- Céc sd, ban, nganh;
- UBND cac huyén, thi xa, thanh phé;
- Cac don vi su nghiép truc thuoc UBND tinh.

S¢ Thong tin va Truyén thong nhan duoc Cong van s6 158/CATTT- NCSC
ngay 15/02/2023 ciia Cuc An toan thong tin (B Thong tin va Truyén thong) vé

viéc 16 hong bao mat anh huéng cao va nghiém trong trong cic san pham
Microsoft cong bd thang 02/2023.

Theo noi dung Cong vin s6 158/CATTT-NCSC ngay 15/02/2023, Microsoft
da phat hanh danh sich ban va thang 02 voi 75 16 hong bao mat trong cic san
pham cta minh, trong d6, dang chi y 1a cac 16 hong bao mat c6 mirc anh hudng
cao va nghiém trong sau:

- 04 150 hong bao mat CVE-2023-21529, CVE-2023-21710, CVE-2023-
21707, CVE-2023-21706 trong Microsoft Exchange Server cho phép ddi tuong tan
cong thyc thi ma tir xa. Microsoft Exchange Server déd va dang la myc ti€u hang
dau duoc cac nhom tin cong cd chu dich (APT) nham dén, cac ddi tuong tan cong
khai thac triét dé. Vi vay, cac co quan, to chirc can dic biét chi ¥ cling nhu ¢ ké
hoach dé khic phuc va tang cuong giam sat nhim giam thiéu va tranh nguy co bi
tan cong thong qua cac 16 hong nay.

- L hong bao mat CVE-2023-21716 trong Microsoft Word cho phép déi tuong
tan cong thuc thi ma tur xa.

- Lb hong bio mat CVE-2023-21715 trong Microsoft Publisher cho phép doi
tuong tan cong thyc hién tan cong vuogt qua co ché bao mat (Bypass). Lo hong nay
dang bi khai thac trong thuc té.

- 02 16 hong bao mat CVE-2023-23376, CVE- 2023-21812 trong Windows

Common Log File System (CLFS) cho phép déi tuong tan cong thyc hién tn cong
nang cao dic quyén. L3 hong nay dang bi khai thac trong thyc té.

- 03 16 hong bao mat CVE-2023-21705, CVE-2023-21713, CVE-2023-
21528 trong Microsoft SQL Server cho phép doi tuong tan cong thuc thi ma tir xa.

- L3 hong bao méat CVE-2023-21717 trong Microsoft SharePoint Server cho
phép ddi tuong tin cong thuc hién nang cao dic quyeén.
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Viéc khai thac thanh cong 16 hong néu trén c6 thé cho phép dbi tuong thuc thi
ma tu xa, tan cong nang cao dac quyén trong hé théng muc tiéu, tir 46 c6 thé chiém
quyén diéu khién toan bo hé thong.

Nhim dam bao an toan thong tin cho hé thdng thong tin cua cac co quan, don
vi, dia phuong, S& Thong tin va Truyén thong dé nghi Quy co quan thuc hién cac
ndi dung sau:

1. Kiém tra, ra soat va xac dinh may chd, mdy tram st dung h¢ diéu hanh
Windows c6 kha nang bi anh huong; thyc hién cap nhat ban va bao mat cho cac
may cO nguy co bi tin cong theo hudng dan ctia Microsoft tai Phu luc kém theo
Cong vin sb 158/CATTT-NCSC (gi+i kém Céng vin nay).

2. Tang cuong giam sat va san sang phuong an xu 1y khi phat hién c6 dau
hiéu bi khai thac, tan cong mang; thuong xuyén theo di kénh canh bao cua cac co
quan chtrc nang va cac t6 chirc 16n vé an toan thong tin dé phat hién kip thoi cac
nguy co tan cong mang.

3. Khan truong thong bao ndi dung van ban nay dén tat ca cac co quan, don vi
true thude dé to chure trién khai thuc hién.

Qua trinh thyc hién néu c6 vudng mac, dé nghi Quy co quan lién hé dau mbi
thuong truc Poi Ung ctru khan cap su ¢b an toan thong tin mang tinh Khanh Hoa
(dién thoai: 0258.3563533 - thu dién tir: cnttbevt.stttt@khanhhoa.gov.vn) dé duoc
huéng dan, ho tro.

S¢ Thong tin va Truyén thong thong bao va dé nghi Quy co quan, don vi, dia
phuong quan tam thyuc hién.

Tran trong./.

Noi nhén: KT. GIAM bOC
- Nhu trén (VBDT); ) A A
- Céc phong, don vi thudc S& (VBDT, dé t/h);
- Luu: VT, CNTTBCVT (KD, 02).

[ guyen Viin Hién
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