UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
HUYEN VAN NINH Poc lap - Tu do - Hanh phic

S6: 2944 /UBND-VHTT Van Ninh, ngay /¢ thang [ nim 2022
V/v canh bao 15 héng bao mat co
murc d6 anh hudng cao va nghiém trong
trong cac san pham Microsoft cong bo
thang 7/2022

Kinh guri:
- Céc co quan, don vi, ban nganh, doan thé trén huyén;
- Uy ban nhan dan cac xa, thi tran.

Thuc hién Céng vin sb 2248/STTTT-CNTTBCVT ngay 10/8/2022 cia
S& Théng tin va Truyén thong tinh Khanh Hoa vé viéc canh bao 16 héng bao
mat cé mirc anh hudng cao trong cac san phim Microsoft cong b thang 7/2022.
Vén dé nay, UBND huyén c6 y kién nhu sau:

bé nghi cac co quan, don vi, ban nganh, doan thé trén dia ban huyén va
UBND céc x4, thi trin chii dong nghién clru va trién khai thuc hién theo hudng
din tai phu luc dinh kém Cong vén s& 2248/STTTT- CNTTBCVT ngay
10/8/2022 ctia S& Théng tin va Truyén théng Khanh Hoa.

Trong qué trinh thuc hién néu c6 vuéng méc, d& nghi lién hé Phong Vian
hoa va Théng tin huyén (ddng thoi giri qua éng Pang Van Tién - Chuyén vién
quan tri mang dé tdng hop, huéng dan) hoic Pdi Ung ctru khin cip su cb an
toan thong tin mang tinh Khanh Hoa, dién thoai 0258.3563533, thu dién tu:
cntt.stttt@khanhhoa.gov.vn) dé dugc hudng dan, hd tro.

(Dznh kém Céng van so s 2248/STTTT-CNTTBCVT ngay 10/8/2022 ciia S6
Thong tin va Truyén théng Khanh Hoa)./. d»//

Noi nhin: (VBDT) TM. UY BAN NHAN DAN
- Nhu trén; P e Wy TICk
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UBND TINH KHANH HOA CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Déoc 1ap - Tw do - Hanh phiic
S6: 2248 /STTTT-CNTTBCVT Khdnh Hoa, ngay 10 thang 8 nam 2022
V/v canh bao 15 hong bao mat

c6 mic anh hudng cao trong cac san phim
Microsoft cong bo thang 7/2022

Kinh gui:
- Cac co quan Dang, Mt tran, doan thé tinh;
- Cac s, ban, nganh;
- UBND céc huyén, thi x4, thanh phé;
- Céc don vi su nghiép truc thuéc UBND tinh.

S& Thong tin va Truyén thong nhan dugc Cong vin sb 1071/CATTT-NSCS
ciia Cuc An toan thong tin (Bd Théng tin va Truyén théng) vé viéc 16 hdng bao
mat anh hudng cao trong cac san phAm Microsoft cong bd thang 7/2022.

Theo ndi dung Cong vian s 1071/CATTT-NSCS, ngay 12/7/2022, Microsoft
d3 phat hanh danh sach ban va thang 7 véi 84 156 hdng bao mat trong c4c san phim
clia minh, trong d6, dang chi ¥ 1a cac 16 héng bao mét c6 mirc 4nh hudng cao sau:

- L5 hong bao mat CVE-2022-22047 trong Windows Client Server Run-Time
Subsystem cho phép dbi tuong tin céng thuc hién leo thang dic quyén.

- L3 hong bao mat CVE-2022-30216 trong Windows Server Service cho phép
dbi tuong tin cong cai chung chi giad mao doc hai 1én may chi muc ti€u tir dé co
thé thuc hién cac dang tAn cong khac bao gbm tin céng chiém quyén didu khién.

- L hdng bao mat CVE-2022-22038 trong Remote Procedure Call Runtime
cho phép dbi tuong tin céng khong cin xac thuc c6 thé thuc thi ma tir xa.

- 02 L& hong bao méat CVE-2022-22029, CVE-2022-22039 trong Windows
Network File System cho phép dbi tuong tin cong khong can xac thuc c6 thé thuc
thi ma tir xa.

- 04 15 hdéng bao mit CVE-2022-22022, CVE-2022-22041, CVE-2022-
30206, CVE-2022-30226 trong Windows Print Spooler cho phép dbi twong tan
cong thuc hién tin cong leo thang dic quyén. Khai thac thanh céng, CVE-2022-
22041 va CVE-2022-3026 cho phép dbi tuong tin cong chiém quyén diéu khién hé
thdng; CVE-2022-22022 va CVE-2022-30226 chi cho phép dbi tuong tin cong
x6a tép tiy ¥ trén hé théng muc tiéu.

Viéc khai thac thanh cong 16 hong néu trén c6 thé cho phép d6i tuong thuc thi

ma tu xa, tan cong nang cao dac quyén trong hé thong muc ti€u, tir 6 c6 thé chiém
quyén di€u khién toan bd hé thong.
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Nham dam bao an toan théng tin cho hé thdng thong tin cia cic co quan, don
vi, dia phuong, S& Thong tin va Truyén thong dé nghi Quy co quan thuc hién cac
ndi dung sau:

1. Kiém tra, ra soat va xac dinh may chu, may tram st dung hé¢ diéu hanh
Windows c6 kha ndng bi anh hudng; thuc hién cdp nhat ban va bao mat cho céc
méay c6 nguy co bi tAn cong theo huéng din cua Microsoft tai Phu luc kém theo
Cong vin s6 1071/CATTT-NSCS (giti kém Céng vin nay).

2. Tang cudng gidm sat va sén sang phuong an xir 1y khi phéat hién c6 diu
hiéu bi khai thac, tin cong mang; thuong xuyén theo ddi kénh canh bao cta cac co
quan chirc ning va cic td chizc 16n vé an toan théng tin dé phat hién kip thoi cac
nguy co tin céng mang.

3. Khén truong théng bio ndi dung vin ban nay dén tit ca cac co quan, don vi
truc thudc dé t6 chitc trién khai thyc hién.

Qua trinh thuc hién néu c6 vudng mic, d& nghi Quy co quan lién hé ddu mdi
thuong truc P61 Ung ciru khan cip su cd an toan thong tin mang tinh Khanh Hoa
(dién thoai: 0258.3563533 - thu dién t: cnttbevt.stttt@khanhhoa.gov.vn) dé duoc
huéng dan, hd tro.

S& Théng tin va Truyén théng théng bao va d& nghi Quy co quan, don vi, dia
phuong quan tdm thuc hién.

Tran trong./.

Noi nhin: KT. GIAM POC

- Nhu trén (VBDT); , PHO GIAM POC
- Cac phong, don vi thudc So (VBDT, dé t/h);

- Luu: VT, CNTTBCVT (K, 02).




_ UBND HUYEN VAN NINH CONG HOA XA HQI CHU NGHTA VIET NAM
PHONG VAN HOA VA THONG TIN Doc Iip - Ty do - Hanh phic

T =y e MsA——S’. 584/TTr-VHTT Van Ninh, ngay 12 thdng 8 ngm 2022
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]ULN Ngay:... Aol 1Kl ek L TO TRINH

Chmanw_”_“_”mm,y;g,mg dé nghi ban hanh cdng vin trién khai canh bso 15 hong
Lo ke hiby rigbao mat #0 mirc anh hwéng cao va nghlem trong trong cac sin phim
T— —— Microsoft cong b6 thang 7/2022

Kinh gtri: UBND huyén Van Ninh

Thuc hién y kién chi dao ctia UBND huyén trén hé théng E.Office.

Phong Van héa va Thong tin dé nghj Uy ban nhén dan huyén Van Ninh
xem xét ban hanh cong van trién khai canh béo 15 héng biao mat c6 muc anh

hudng cao va nghiém trong trong cac san phim Microsoft cong b thang 7/2022
(c6 du thdo cong vin kém theo).

Kinh dé nghi Uy ban nhan dén huyén Van Ninh quan tim ban hinh_/.

Ng} n;:qn; - KT. TRUONG PHONG
- Nhur trén : A A r
- Mhrnen PHO TRUONG PHONG

Ha Thi Thanh Thuy Oanh
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